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CLAIMS 



What is claimed is: 



1 . A method of adding packet ordering information to a plurality of data 
packets comprising: 

applying error detection to each of the plurality of data packets; and 
masking each of the plurality of data packets, the masking being 
performed using a plurality of ordering masks in a known order. 

2. The method of claim 1 wherein masking comprises exclusive or'ing 
each of the pi jrality of data packets with a corresponding one of the plurality 
of ordering mssks. 



3. The method 
masked with one 
masks and the 
can discern a 



of claim 1 wherein each of the plurality of data packets is 
of the plurality of ordering masks, the plurality of ordering 
known order being known by a receiver such that the receiver 
rtelative packet order using the plurality of ordering masks. 



4. The mdthod 
comprises cryptograph 



of claim 1 wherein the plurality of ordering masks 
ic keys. 



5. The method of claim 1 wherein the plurality of ordering masks are 
masks other than cryptographic keys, the method further comprising prior to 
applying error detection, encrypting each of the plurality of data packets. 



6. The method of claim 1 wherein: 

the plurality of data packets are to be transmitted in a network having a 
maximum latencylvariability; and 

the plurality of ordering masks includes a sufficient number of ordering 
masks for a receiver to identify a correct order of two packets received out of 
order and received a distance apart in time less than or equal to the 
maximum latency variability. 
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7. A method of 
comprising: 

applying at least 
order from a list of ordering 
previously used to mask 

when at least one 
masks, the at least one o 
order than the current 
ordering mask from the list 



determining a packet order of a received packet 



the; 



8 



ordering mask to the received packet in a known 
masks to find a current ordering mask that was 
received packet; and 
older ordering mask exists in the list of ordering 
der ordering mask occurring earlier in the known 
o tiering mask, removing the at least one older 
of ordering masks. 



7 wherein applying comprises: 
ring mask to the received packet to produce a first 



The method of claim 
applying a first order 
unmasked received packe 

checking the first ur masked received packet for errors; and 
when errors in the first unmasked received packet are below a 
threshold, setting the current ordering mask to the first ordering mask. 



9. The method of claim 
correction and masking 
checking comprises applying 



8 wherein the received packet has had forward 
Applied thereto prior to transmission, and wherein 
forward error correction. 



10. 



rec( jived 



The method of claim 
successively applyjng 
ordering masks to the 

when after applyinb 
packet, the current ordejring 
packet. 



7 further comprising: 
the ordering masks that remain on the list of 
packet; and 

all of the list of ordering masks to the received 
mask is not found, discarding the received 



\ 
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•)• « th» transmitted order of a received packet 
H A method of determining the transmit 

rela tive to other received packets to a next orde ring mask in a 

setting a temporary o denng mask equal 

^tX^<\* M mask t0 the received packet to 

' produce an unmasked receiJed packet, 

checking the unmaske d received ^ err£)rs 

repeating the previous actions until no errors 

^ f0 ttti a ng d a current ordeL mask equal to the temporary ordering mask. 



IS 



12. The method of 
maintained in an order of 
defines a relative 



transmission 



rfata 11 "herein the list of ordering masks 
°£el — ion, and the current ordering mask 
order of the received packet. 



13. The method of claim 

if the received packet 
discarding the received packet 



14 



The method of claim 
if the received pacjket 
marking the current 



; order ng 



25 



15. The method of 
cryptographic keys. 



16 



30 



12 further comprising: 

is older than a previously received packet, 



12 further comprising: 

t is not older than a previously received packet, 
mask as a most recently used mask. 



claim 



12 wherein the list of ordering masks comprises 



device comprising: 



35 



A communication? ;> 
a packet receiver; 

a mask store; mgsk store and the packet 

— -jr2yp^-- 1 ° — M packets; 

- an error detectio de.ce ^J^TT^S 
detection device being ^configured to detect 

packets. 
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17. The communications device of claim 16 further comprising a controller 
coupled to the mask store and the error detection device, the controller being 
configured to evaluate error information received from the error detection 
device, and further configured to command the mask store to provide masks 
to the unmasking device. 



18. The 

includes a plurality of 
transmission of a plura 



19. The communicc 
key generator capable 



communications device of claim 17 wherein the mask store 
masks, the plurality of masks representing an order of 
ity of packets. 



tions device of claim 16 wherein the mask store is a 
of generating keys to decrypt encrypted packets. 



20. The communicktions device of claim 16 wherein the mask store 
includes a plurality of masks, and the mask store is configured to operate as 
a circular buffer such that the plurality of masks is used more than once. 



21. The communications 
configured to maintaiifi 
recently used mask. 



device of claim 20 wherein the mask store is 
a most recent mask pointer that points to a most 



22. The communications device of claim 16 further comprising a decryptor 
coupled to the unmasking device, the decryptor being configured to decrypt 
unmasked packets using keys received from a key generator. 

23. A communications device comprising: 
a packet formatter; 

a forward error device for applying error codes to packets received 
from the packet forma ter; 



a mask store; a 



nd 



a masking dev ce responsive to the mask store and the forward error 



device. 



24. The communications device of claim 23 wherein the packet formatter is 
a data packet formatter. 
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2 , The —V- — - ° ,aim 23 where,n the paoket " 

comprises a vocoder. 

\ x o% wherein the masking device 

\ * r . aim 23 further comprising an 

27 . Th e commons dev,oe ^ and the {OIWard error device, 
encryptor coupled bet«4en the packet forma ^ ^ packe , 

— «,e ^V^^^ pacKets to the toward 
formatter, encrypt the packets, ana 
error device. 
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